IT-policy

Wergeland Group tar ansvar for en barekraftig utvikling av samfunnet. For a ivareta sikkerhetsutfordringer
innen cyber domenet, benytter vi forskjellige virkemidler. Disse er rettet mot 3, primaert forhindre, men
ogsa a redusere eventuell konsekvens av pavirkning. Vi prioriterer systemenes integritet, informasjonens
konfidensialitet, tilgjengelighet og regulatoriske krav. Vi utfgrer jevnlig og etter behov risiko og
sarbarhetsanalyser. Vare IT-lgsninger er en integrert del av kvaliteten i vare produkt og tjenester, og derfor
inkludert i prosessbeskrivelser, risikoanalyser og prosedyrer.

Noen veiledende prinsipper for vart IT-arbeid:

e Lederskapet vart er ansvarlig og prioriterer arbeid for moderne, og robuste IT Igsninger
e Risiko og sarbarhetsanalyser inkluderer IT (som en sentral komponent i alt vi gjgr)

e Behov for sikring er dynamisk, en oppdatert situasjonsforstaelse er viktig

e Vifplger anerkjente standarder og bruker moderne ledelsesverktgy

e Vare underleverandgrer og samarbeidspartnere er inkludert i var IT-policy

e Vitar rad fra myndigheter (NSM m fl) for a ivareta god IT sikkerhet

e Ansatte og samarbeidspartnere skal kjenne til konsernets IT-policy

Denne IT-policyen gjelder for hele Wergeland Group. Som samfunnsbygger i distriktet, gnsker Wergeland
Group gjennom sitt virke a vaere et ansvarlig foretak
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Wergeland Group Supports the Sustainable Development Goals



IT-policy

A sustainable development of our society is a major responsibility for us at Wergeland Group. To maximize
our protection from cyber security incidents we employ several measures. These are primarily directed to
reduce likelihood of incidents, secondly to reduce any possible consequence of an incident. System
integrity, confidentiality of information, availability and regulatory requirements are prioritized. We do
routinely, and as necessary risk assessments. Our IT solutions are an integrated part of our products and
services, and therefore included in our descriptions of processes, in risk assessments and in procedures.

Principles guiding our work within the area of information technology:

e Responsible leadership that understands the importance of modern and robust IT solutions

e QOur analysis of vulnerability and our risk assessments includes cyber security

e Cyber security requires an updated situational awareness

e We support our leadership and processes with modern management-systems

e Recognized standards are followed

e Cooperation with customers, suppliers and other parties are included in our IT-policy

e We implement advice from governmental services (NSM etc) to strengthen our cyber security
e Our IT-policy shall be known to our employees and partners

Our IT-policy is valid for all Wergeland Group companies. As predominantly district located, and a
community builder, Wergeland Group wants to act responsibly by example.
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